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10 Steps to Cyber Security 

Information 
risk regime 

This is an organisation’s 
overall cyber security strategy 
and encompasses the other 
9 steps. The whole strategy 
should be reviewed regularly. 

User education 
and awareness 

This is all about creating 
policies and providing training 

to all employees. 

Managing user 
privileges 

Limit access to authorised 
people only. 

Keep logs and monitor 
access to sensitive areas.

Network 
security 

This is about setting up 
security controls and 

monitoring and testing them. 

Incident management 

Produce a policy explaining 
what do you do if you have a 
security breach. This step is 
about how you respond to an 
incident, how it’s reported 

and who to. 

Secure 
configuration 

This means making sure 
any patches or updates are 
installed. It’s a good idea to 
create a system inventory and 
define a baseline build for 

all devices.

Monitoring

Continuously monitor all 
systems and networks. Look 
for any unusual activity that 
might indicate an attack.

Malware 
protection 

This is the overall defence 
against malware, stopping 
malicious content from 
getting in – ensuring 

anti-virus and anti-malware is 
up-to-date on every entry 

point in a system.

home and mobile working

Produce a policy for all 
employees who work away 
from the office. It needs to 

protect data in use, in 
transit and at rest.

Removeable 
media controls 

Produce a policy to control 
access to removeable media 

and scan all media for 
malware before importing data 

from it into a system.
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